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I.INTRODUCTION 

 

The rapid development of computer technology has opened up unprecedented opportunities for humanity to automate 

mental work and led to the creation of a large number of various kinds of automated information and control systems, 

to the emergence of fundamentally new, so-called, information technologies. 

Unlawful distortion or falsification, destruction or disclosure of a certain part of information, as well as the 

disorganization of the processes of its processing and transmission in information-managing systems cause serious 

material and moral damage to many entities involved in the processes of automated information interaction. 

 

II. PROTECTIVE PROCEDURES FOR SECURITY EQUIPMENT 

 

Ensuring and maintaining the integrity or normal functioning of communication security equipment with the formation 

of protective procedures for security equipment (PPSE). For software located in the ROM and the operating system 

there is no possibility of unauthorized access (UA), i.e. protective procedures performed. 

Let the user work with security tools, for example, software, in which the presence of any hidden capabilities is also 

excluded (performed by the PPSE). In this case, malicious actions may be as follows: 

 security features for which protective procedures were performed will be used on another computer in some 

conditions; 

 software for which the protective procedures (PP) was executed will be used in a similar, non-completed PP 

operating environment, i.e. incorrect conditions; 

 security tools are used by an unfinished PP and operating environment, and by not running an PP program that 

potentially carries the possibility of unauthorized access. 

To exclude the above events, the following conditions must be met: 

1V  -on an operating environment with a completed PP installed on a computer with completed PPSE; 

2V - ensured the unchanged composition of security tools and the operating environment for this session; 

3V  - in this executed PP system, other programs that have not completed the PP will not be launched; those. Before 

starting, it is necessary to monitor the implementation of the PP; 

4V  - excludes the launch of programs, procedural PP in any other situation, i.e. unfulfilled PP environment; 

5V  - the conditions are met at any time for all users who have completed the PP. 

This is a complete implementation of the above conditions, the software environment is the PP. 

Ensuring the completed PP significantly weakens the requirements for the basic software, since the activation of 

processes through the OS is controlled, the SP of the executable modules is sanitized before they are launched, and 

process simulation is allowed only if the conditions 41 VV  are met simultaneously. In this case, the basic software 

requires only: 
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 the impossibility of launching software and software modules in addition to the completed PP; 

 lack of basic software capabilities to influence the functioning environment of already running programs. 

All other actions that are a violation of the conditions 31 VV   in the remaining part will be detected and blocked. 

Consequently, the implementation of the PP significantly reduces the requirements for the basic software regarding the 

availability of hidden features. 

The security of a computer system-hardware, OS, application software (AS) and data is a necessary and minimum 

condition for the security of electronic information exchange. Subject to the implementation of the PP security means 

and the established security of the computer system, we can talk about a security computer environment (SCE). 

The initial stage of the sequential control algorithm for creating SCE should be based on the application of a strict order, 

which acts as the starting point of support for the next stages. Not all controllers are able to provide protective functions: 

a sufficient resource of constancy of the controller itself is necessary to perform a consistent control algorithm to create 

SCE. Preferred hardware implementation of algorithmic procedures. 

In practice, a computer system can be considered as some many typical operations, by which, depending on the 

particular, you can understand individual operations, algorithms, processes, procedures, protocols, etc. The technology 

of information exchange can be interpreted as some sample with a return from a typical set of operations. The choice 

with return means that a number of typical operations can be repeatedly used as part of this technology. A program 

manager or technology algorithm can also be considered as a typical operation. 

For the security of a computer system, it is necessary and sufficient that any technology formed on a basic set of 

standard operations is protected. The security of only typical operations is necessary, but not sufficient: incorrect 

technology can be formed on the basis of simple and several operations. In other words, the establishment of security is 

the correctness of any logically consistent sequence of typical operations. 

From the theory of combined it is logically known that the number of different n  - samples with return from m  

different elements
nm  is equal. At any large and absolute m and n establishment of system security is impossible, 

since testing will require a lot of time. Although logically feasible is only a very nice part of the possible sample 

operations, but it’s still obvious that any solution to the problem of establishing absolute security of a computer 

network has no prospect. Therefore, to reduce the dimension, a transition to larger scale units is necessary, which leads 

to a reduction as m and n . Then, instead of some typical operations, structured objects are considered: processes as an 

organized set of operations, orders - a determinate sequence of processes, protocols, etc. 

In this case, a serious difficulty arises - access to individual standard operations is lost, and the security of each of them 

has to be judged by the cumulative result. It is not possible to directly verify the fulfillment of even the necessary 

security condition of a computer system, the security of each operation. This is a typical case, almost always 

establishing the security of an individual operation is physically feasible, only if a painfully organized software product 

is included with pain. The problem arises of controlling the security of the process components on the radiation of the 

process as a whole. 

The most common architectures for organizing computational procedures are linear and tree-like. Further, the 

properties of such architectures are specially analyzed. 

 

III. SECURING TECHNOLOGY WITH LINEAR ARCHITECTURE 

 

Consider the inclusion of additional security features to ensure the security of simple CS - systems. 

As it was excellent above, the sad part plays the main role - from turning on the system to activating support 

mechanisms for SCE. Due to the multiplicative nature of the protective properties, it is impossible to leave this stage 

without protection, and simply declaring its properties in practice is not enough. Although the SCE model is the 

development of (TCE) - a model of a trusted computing environment, therefore the introduction of a number of new 

provisions with specific implementations of an additional security tool (AST) that implements the functions of 

protecting the security of the environment. 

A small CS can be displayed as a sequence of elements ia
 (

},1,{ NiaA i 
 (CS of interconnected elements ia

) 

starting with an c element ia
 and ending with an element Na

. 

Definitions 1. A simple (Uncomplicated) system is integral if the integrity of each of its elements is established 

NiAai ,1, 
. 
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Definitions 2. The relationship between any pair of elements 
),( 1ii aa

 when checking the integrity of a simple system 

is 
)1( in

 described by the function of checking the integrity of the system: 

1,1,),...,,,()( 121   NiacccaBaBB iiniiiiiiii , where are inii ccc ,...,, 21  the parameters of the element 

1ia
. Function, 

1,1,  Nici ,  sets the integrity of the element,  1ia
, if the integrity of the element is fixed. 

Moreover, the function 1,1,)( 1   NiaaB iii , is the following functions according to. 

Now, it turns to the consideration of establishing the integrity of a simple system. 

Statements 1. The integrity of a simple system is established if and only if the integrity of the element is established 

Na
. 

Evidence 1. Let the system be protected, then by definition 1 the security of all elements of the system 

NiAai ,1, 
.  is established. Therefore, the security of the element is established Na

. 

Suppose that the element Na
 is protected and the value of the integrity check function is known 

NnNNNNNN acccaBB
N


 ),...,,,(

1,12,11,1111 . 

A function  1NB
 is defined only when the integrity of the element is set 1Na

. 

Arguing by induction, we conclude that from the integrity of the element 2a
 it follows that the integrity is fixed. 

Consequently, the integrity of all elements of the system 
NiAai ,1, 

  is fixed, and by definition 1, the system is 

integral. 

The task of establishing the integrity of a simple system is equivalent to the task of establishing the integrity of an 

element Na
. 

Let a subset AD   be the set of system elements whose integrity is established. 

Definition 3. A set is decidable if there exists an algorithm DO
 that gives an answer for any element ia

 whether it ia
 

belongs to D  the set or does not belong. 

Definition 3*. A set is decidable if it has a computable everywhere defined function such that 

)1(
,0

,1
)(










Dеслиa

Dеслиa
aX

i

i

iD

 

Definition 4. A set is called D enumerable if it is a domain of values of some general recursive function, i.e. there is a 

general recursive function
)(xD

 such 
Dai  , that if and only if for some Nx )(xa Di 

. A function 

)(xD
is called an enumerator for a set D . 

Then the following statement about the use of protective procedures PP can be formulated. 

Statements2. The task of monitoring the security of the system is solvable only in the presence of PP. 

Evidence2. It shows that without an additional RP, building a system with establishing security is impossible. 

It constructs an enumeration function for the set D . It should be general recursive, i.e. everywhere defined on a 

partially recursive function. 

Now we define 

iD a
 (1) 

Function
 xD

 as follows. 

Then it can be represented through the functions of checking the integrity of objects iB
. To do this, we define a family 

of superposition. 

 
 1

11





i

i

n

nP
. 
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)2))((,(),( 11

1

11 iiiiii

n

n aBaBBBP i

i 



 
  (2) 

In this case, the enumerating function will take the form: 

 
),()( 1

1

11 ii

n

nD BBPi i

i 






 

Moreover, it is 
)(iD

a partially- recursive function, since it is built from functions that are elementary as a sequence 

function iB
, by successively applying superposition operators to them

 1

11





i

i

n

nP
. 

However,
)(iD

 it is not everywhere defined, because the value of the function 1B
at the point ia

 is not defined. This 

is due to the fact that it is not defined (according to Definition 2) the connection 0B
 that would establish the security of 

the object 1a
.  

Therefore, it is impossible to construct an enumerating function of a D  set is not enumerable. 

According to the decidability theorem, the set is D not decidable and, by definition 2
1
, the system is not secure. 

It shows that with the use of PP, the construction of a protected CS is possible. 

Add to the system an element whose security is reliably determined. Consider a system with many objects

}{ 0

0 aAA 
. 

Define 0B
, the connection that establishes the security of the object: 1a

: 1110000 ),...,,()( accaBaB
ini 

.. 

Then the enumerating function of the set will be defined according to (1) as follows:















 11

1

1

100

),()(

)()0(

1 iii

n

nD

D

aBBPi

aaB

i

i




 

Define
}{\ 0

0 aDAD 
. An enumeration function D

 for a set can be D defined as an authentication function 

for an object 0a
. 

 0)0( a
D


, т.е. 

Da 0 , 

iD
ai )(

, 
Aa N

ii 1}{
, т.е. 

Dai   (3) 

In this case, it is everywhere defined, computable, i.e. a general recursive function, therefore, the set is enumerated. 

Then, by the decidability theorem, there is a decidable set; therefore, by virtue ofDefinition 1, the security of the system 

can be established. 

From the proven statement about the use of PP follows: 

Corollary 1: Establishment of the security of the CS is possible only with the expansion of the CS the presence of PP. 

Corollary 2: Establishing the security of the CS is impossible only at the expense of software without the use of PP. 

Let us now consider the issue of establishing protective procedures with a system described at this stage by a simple 

structure. 

It assumes that the PP is implemented in the system as an object 0a
. 

Statement 3. (on the establishment of the PP in a simple system): PPs can be installed in the system with a simple 

structure in an arbitrary way, provided that an object is present in the system 0a
. 

Evidence 3. Consider the issue of establishing the security of a system object
Nkak ,

. 

Let be 1k  . In this case, the establishment of security of the object 1a
 is carried out on the basis of a priori defined 

security of the object 0a
. To do this, using a computable function, a connection is determined that establishes the 

security of the object 1a
: 10 )( aaB 

. 
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Let Nk 2 . Then, having an object 0a
 in the system, it is possible to establish the security of the object ka

 с of 

interest using communication
1,1,)( 1   kiaaB iii  and the recursion of a certain function. 

 100 )()0( aaB 
 

1,1,),()( 11

1

11
 




kiaBBPi iii

n

n
i

i


 

))(,(),( 11

1

11 iiiiii

n

n afaBBBP i

i 



 
  

where 

is the superposition operator. 

Similarly, to the problem for a set of system objects on a set
N

iiaA 1}{ 
, one can determine the relationships 

1,1,)( 1

1   ijaaB jjj and the function 

 















1,1,),()(

)()0(

1

11

1

1

1

1

10

1

0

1

1
kiaBBPi
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iii

n

n
i
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On the set
11A , we consider the problem of establishing the security of an object ka

. In this case, the definition of 

relationships
kijaaB jjj ,1,)( 1

11    and functions
1,1),(11  kijj

 is not enough to establish the 

security of objects ka
. The presence of an element whose security is established reliably is necessary.  

As such an element, a system object ia
 can be selected, due to the fact that its security is the result of solving a problem 

for a set
1A . 

Theorem: Whatever the Turing program 1П  is and 2П
, a Turing program 3П

 can be effectively constructed such that 

for all the words under consideration
))(()(: 123

1 ЕППЕПE 
.. 

In accordance with the theorem, a sequential composition of machines and, in particular, machines, such that

20

111

1 ))(()( aaTTaT 
. 

Thus, it is possible to establish the security of an element ka
 while relying on the guaranteed security of the object ia

, 

if
],[ 1 iaa

 it is only possible to establish the security of the segment or, what is the same, relying on the protective 

procedures available to the point, it is possible to establish the security of the objects

i

iia 1}{  . 

Due to the arbitrariness of the choice of the object ia
, it can be argued that the result obtained is valid for any, i , 

ki 1 . 

Now it will consider the introduction of PP while securing technologies with complex architecture. 

The process of computer network activation is characterized by a topology, which can be represented as an ordered root 

tree as in Fig.1(a), iG
, 

mi ,1
 

where, the ordered root trees. 

 

 

 

 

 
 

Fig.1 (a). Ordered root tree 
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The network components correspond to the top of the tree G . Possible connections between network components 

correspond to tree edges. A network component is considered activated if there are edges emanating from the 

corresponding tree top. 

The task of establishing the security of the network in question is equivalent to the task of establishing the security of 

all end nodes of the tree G . 

The process of network-consistent hierarchy of network installation is described by a directed graph O , which is built 

from a tree G  by assigning to all arcs the directions from a lower vertex to a higher one (Fig.2(b)). 

 

 

 

 

 

 

 

 

 

 
 

Fig.1(b).Ordered root tree 

First, the network component corresponding to the root vertex of the H  graph O , is activated, then the components 

belonging to the second level of the hierarchy, etc. Moreover, the initialization of each network branch corresponding 

to one of the iO
, 

mi ,1
 subgraphs is carried out independently of all other network branches to which the subgraphs 

correspond, jO
, 

mj ,1
, 

ij 
,. 

Choose an arbitrary subgraph iO
. Choose any end vertex from the subgraph iO

. Denote it kh
. Consider a route, namely 

a simple target from the root vertex of a ih
subgraph iO

 to the selected end vertex. Obviously, a simple goal is the only 

one. Any other route ih
 from kh

 to will contain at least one of the peaks and at least one of the edges at least 2 times, 

that is, such a route will not be a simple goal. 

Then the considered problem of establishing ik Oh 
 the security of an element corresponding to the end vertex is 

equivalent to the task of establishing the security of a network with a simple structure. This has been reviewed above. 

Thus, to establish the security of an element ik Oh 
, it is necessary to introduce special PP into the system. Moreover, 

the vertex will be determined for the system of PP under consideration 0h
, and then the system with all possible 

connections can be represented in the form of an ordered root tree 
1G (Fig. 2). 

At the same time, the security of the system will be monitored in accordance with the levels of the initialization 

hierarchy. 

 

 

 

 

 

 

 
Fig.2. The levels of the initialization hierarchy 
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IV. INITIALIZATION OF THE SYSTEM IS PERFORMED IN AN ARBITRARY ORDER 

 

The process of such initialization is represented by a graph that contains all the vertices present in the tree G . 

Moreover, due to the arbitrary order of initialization of the system, it is impossible to talk about the presence of 

connections between all components - procedures. Therefore, in the general case, the statement regarding the presence 

or absence of any of the edges of the graph O  is impossible, i.e. we consider the graph O  to be disconnected. 

Without loss of generality, suppose that several (n) sub branches are activated in the system. In the graph o, they 

correspond to the connected components, i.e. parts not connected to each other. Denote them io
, 

ni ,1
. These 

components are connected graphs, namely, they have the structure of an ordered root tree. The initialization of the 

system branches corresponding to the connected components io
, 

ni ,1
, is carried out sequentially at the hierarchy 

levels. 

In this case, the task of monitoring the security of the system will be equivalent to the task of monitoring the security of 

all activated components of the system corresponding to the end vertices of the graph, i.e. end vertices of connected 

components
Ooi  , 

ni ,1
. 

Itarbitraries choose one of the connected components io
. Let

1

0h
 - be the root vertex for the graph io

.  Then, according 

to the case considered in Section 1, in order to control the security of the sub-branch of the system corresponding to the 

graph under consideration, it is necessary to implement a special RF at the vertex
1

0h
. Denote it by PP. Similarly, to 

control the security of all other connected components
Ooi  , 

ni ,1
, it is necessary to implement special PP in 

their root vertices

1

0h
, 

ni ,1
,. 

By virtue of the arbitrary choice of the connected components of the graph O , the following statement is valid for the 

placement of the PP in a system of arbitrary structure. 

 

V. CONCLUSION 

 

In conclusion, it should be noted that the proposed model to increase the security of information and communication 

systems, taking into account the criterion of ensuring the competitiveness of the enterprise, allows to increase the state 

of protection against threats to violation of the information security of the enterprise. 
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