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ABSTRACT:The article describes ways to increase the level of information security based on a probabilistic method
of analysis. And also considered the issue of increasing the security of information in the design of computer systems in
a protected version in the conditions of the development of information space and the growth of information security
threats. An assessment of the security of information for the design of computer systems in a protected version is given.
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I INTRODUCTION

The solution of the problem of protecting information from unauthorized access in any information system is
based on the implementation of control and delimitation of access rights of subjects to protected resources, first of all,
to file objects, since they are intended to store the processed data. In this case, the subjects of access in the demarcation
policy are the users identified by the accounts[1].

In periods of the need to choose a complex of security solutions, the following requirements for the methods of
organizing information security are taken into account as limitations:

- the existence of certificates on information security issues in accordance with the classification of the
information being processed and the order of functioning of automated systems;

- the invariance of the functioning of protective equipment;

- provision of a protection mode for protected information, including the preservation of such information
security properties as confidentiality, availability, integrity and authenticity;

- guaranteed preservation of the target functions of the protected automated system - no restrictions associated
with the use of protective equipment that impede the implementation of the technological cycle of information
processing.

The main function of the security system is countering threats with the help of people and technology. Each
threat entails damage, and counteraction is designed to reduce its magnitude, ideally - completely. This is not always
possible.

1. INCREASE THE LEVEL OF INFORMATION SECURITY BASED ON A PROBABILISTIC
METHOD OF ANALYSIS

The ability of the security system to perform its primary function should always be quantified. The relative
damage prevented in Figure 1.1 can be measured.
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MagnitudeQ, - measure of the overall effectiveness of protection. The more Q,, the less damage will create threats.
Thus, the measure of risk is (1-Qo). The quest for high performance protection whenQclose to 1 (or 100%), quite natural,

but it will require significant expenditure on resources. That is, the higher the cumulative allocations (By) resources, the
greater the effectiveness of protection can be counted on. Theresultingdependenceisvisibleinthefigure. 1.1.
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Figure 1.1 Typical dependence of the efficiency Q, and the profitability of protection r, from shared resources

However, excessive expenditures on their own security are not always economically justified. You may
encounter a situation where the cost of protection (Bo) will exceed the level (Ry) maximum damage from the realization of
threats. In this case, there is a danger of the threat of “self-dilution” from protection. Its level can also be estimated, for
example, byrthe difference of relative "protected” damageQpand relative costs Bo/Pyon resources. Let's call this value the
profitability of protection. If it is positive (i.e.Bo<=P,Qo), then protection is cost effective. Unlike efficiency, the greater
the cost(By), the lower the profitability [2]. This contrast creates an ambiguous situation in the choice of protection strategy.

Figure 1.2 shows the characteristic dependence of the effectiveness of protection on the relative response time of the
system.(7,,/7,) forallthreecountermeasures.
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Figure 1.2 Dependence of the effectiveness of protection Qorelative time 7,/7,reactions of the system with
simultaneous (1), leading (I1) and delayed (111) counteraction

Simultaneous counteraction will be sufficient for highly effective protection against the threat if the reaction to
it is quick. This task is very real for objects of big business [3].
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Speaking about the tactical issues of the business security system in terms of technical communication
channels, first of all they mean the speed of its reaction, the reliability of decisions, the blocking of the development of
threats and their elimination. It is especially important to ensure stringent requirements for the reliability of all
protection systems, which depends on the time of their operation and the frequency of resource updates.

I1l. MODEL FOR ASSESSING THE SECURITY OF INFORMATION FROM UNAUTHORIZED
ACCESS

It is known that the violator will always spend time on the implementation of unauthorized access to
information leading to disruption of the normal functioning of computer systems, confidentiality, integrity and

availability of information T ., , necessary for the formation of a channel for the realization of an information security
threat, that is, the indicated time characterizes the time interval:

Tund = 24:TI '
i=1

where T1 - identifying software hardware vulnerabilities; T2 - assessment of the possibility of exploiting the
vulnerability, taking into account the existing information protection system of the intended object of impact
(information carrier) 'I'3 - choosing a method for implementing unauthorized access; T4 - unauthorized access.

Based on this, by increasing T, one could always manage the security of information in computer systems in a

protected version (CSPV). L.e T, could be taken as a criterion for assessing the security of information in the CSPV.
Then by setting the threshold for the CSPV T, .4 and enforcing the condition T, , <T

und S Taag ung » 1t Would be possible

to implement the permissible protection of restricted access information in the CSPV [4].
However, this approach will not reflect the real picture, since time T, - this is a random variable, the

distribution law of which is difficult to calculate, since it will change depending on the abuser’s capabilities. In addition,
it does not take into account the main factors of operation, such as: various threats to the security of information in the
APSI, the operating time of the APSI, the characteristics of the information security tools used, on which unauthorized
access to information may also depend.

Therefore, to improve the objectivity of monitoring the timeliness, reliability, completeness and continuity of
information security designed by CSPV, it is advisable to develop a mathematical model of the probability of
unauthorized access to circulating information, taking into account operating conditions and the composition of a
complex of information protection tools. On the basis of the model found, formulate qualitative and quantitative criteria
for enhancing the security of information when designing computer systems.

Description of the approach. It is known that the classical formulation of the task of developing sets of
information protection tools to ensure maximum efficiency of computer systems in the conditions of unauthorized
access will be:

U — min
)2 , (1.1)
C=Cyy
whereUZ — total damage; C — the cost of designing a set of information security tools or
E; = max, 0, — max,
1.2)
C= COpt C= Copt.

where E, — efficiency of computer systems; 53 — relative performance of computer systems.

Despite the seeming simplicity of the classical formulation of the problem, in practice it is rarely possible to
use the above results. This is due to the complexity of the mathematical description of reducing the possible
unauthorized access from the cost of designing a complex of information protection tools. If the dependence of
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protection on the cost of protective equipment can be obtained with the technical and cost characteristics of protective
equipment available on the market, but it is extremely difficult to estimate the actual damage from unauthorized access

[5], since this damage also depends on many factors affecting the probability of damage.
The choice of information protection means is carried out with the best indicators and therefore, the influence

of the cost of protection means on efficiency can be neglected, that is, if C <<U , that:

U
U =—. 1.3
Y ) (1.3)
In this case (1.1) and (1.2) take the form:
UZ — min
(1.4)
C= C:alw
Or
E; = max, 0, — max,
(1.5)
C = Calw C = Calw'

where C,4q - allowable protection costs.

Thus, unauthorized access to information in the CSPV will depend on the information security tools used, on
the number of information security threats, the degree of security and the operation time of the CSPV [5].

Let designed CSPV containing k units, each of which is possible implementationiV;, i = 1,2,...,kinformation
security  threats. All in all, CSPV contains S possible to implement security threats,

k

andS=N,+N,+..+N, = ZNi , Parry security threats are carried out by means of information protection
i=1

included in the set of information protection tools. Information security tools have various security functionalities,

depending on the characteristics of the protection mechanisms, technical requirements, compatibility with other

protection tools, economic and ergonomic characteristics.

To distinguish between a set of information security tools, it is advisable to enter weights.M;, i = 1,2,...,k. The
higher the security classification of the information processed, the stricter the protection requirements, the higher the
technical requirements and characteristics, the greater the value should be assigned to the coefficientM;and vice versa.

It is assumed that a possible unauthorized access to information when at least one security threat is
implemented occurs with probability F. , and the probability of unauthorized access to information in the
implementation of all security threats?, .

Recall that the considered CSPV contains S possible to implement security threats. Suppose that all threats are
random with an equiprobable distribution law. Then, the probability of unauthorized access to information during the
implementation of one specific security threat without the relative location of its implementation and the security of a
set of information security tools against unauthorized access is determined as follows:

P =, (16)
S
In order to take into account the vulnerabilities of the CSPV of the unit, the presence of which is a prerequisite
for the formation of a channel for the realization of security threats [6], it is necessary to enter a weighting factor in
(1.6)M;, taking into account the characteristics of the information security tools used for this i-th unit. If al;enter the
denominator of expression (1.6), then the resulting expression will reflect the physics of the process of unauthorized
access to information when implementing one of the security threats of the i-th unit, i.e. we will receive:

1
ST s
+S
Indeed, if M; = 0, which corresponds to the absence of protection, then (1.7) turns into (1.6). What ifM; will

increase, the probability of unauthorized access to information will decrease, which correctly reflects the physics of the
phenomenon.

1.7

Copyright to IJARSET Www.ijarset.com 8429


http://www.ijarset.com/

ISSN: 2350-0328
International Journal of AdvancedResearch in Science,
Engineering and Technology
Vol. 6, Issue 3, March 2019

Recall that CSPV of an arbitrary i-th subdivision contains¥;possible to implement security threats. Therefore,
for the likelihood of unauthorized access to information Ii; when implementing at least one security threat
fromN;possible threats of the i-th subdivision will be fair expression:

U, =1-(1-P,)". (1.8)

Security threats of the same type exist in k units, where they can also form channels for the realization of
threats. Therefore, for the probability of unauthorized access to information when at least one security threat is

implemented, taking into account all k divisions, the expression defined by the formula for calculating the total
probability of events will be true:

k k N
_ N,
Px:zniui :Z?I[]-_(]-_Pis) ] (1.9)
i=1 i=1

where is the meaningn;determined by the ration; = %

ValueF, denotes the probability of unauthorized access to information in at least one unit when at least one
security threat is implemented, that is, the probability of unauthorized access to information when at least one of S
threats is implemented.

If there is an equal number  of  possible  security threats in  the  units,

ie.N,=N,=..=N,, S=N,+N,+..+N, =k-N,,
Consequently,
N. N,

ni:—:—_

S k-N k'
then the formula (1.9) takes the following form:

k 1 k N
S S Sy -
i=1 i=1

Note that the formula (1.9 and 1.9.1) determines the probability of unauthorized access to information when
implementing at least one of the possible security threats for all units in the CSPV. It is fair to assume that in this case
the total damage caused will be minimally possible. On the other hand, the probability of unauthorized access of
information in the implementation of at least one security threat will, as a security feature, take the maximum possible
value, i.e. the upper bound estimate of the probability of unauthorized access to information in CSPV [5].

Next, we introduce the following assessment of the security of information, defined as the probability of
unauthorized access to information when implementing all possible security threats at the same time.

The maximum damage occurs when, as mentioned above, when all possible security threats are realized, that
is:

k
P, = H pisNi , (1.10)
i=1

Thus, two assessments of the protection of CSPV are givenF;andF, give the upper and lower bounds on the
likelihood of unauthorized access to information, which corresponds to the best and worst case of damage to the CSPV
as a whole.

For a given interval value Tp You can determine the number of possible attempts to implement all or at least

one security threat R during the exploitation of the CSPV facility T :

R=—1
|

p

(1.11)

where T - operation time, Tp - security threats implementation step.

Knowing the number of attempts, it is possible to estimate the probability of unauthorized access to the
protected information when all or at least one security threat is implemented during the operation T :

P(t)=1-(1-PR)~, (1.12)
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where is the meaning P,_- This is a certain estimate that characterizes the probability of one successful attempt to

implement security threats, and t =T .

It should be emphasized that the expression (1.12) can be used throughout the entire list of security threats for
a specific CSPV, and selectively, for threats that constitute a certain focus. In particular, you can identify security
threats, the implementation of which violates the confidentiality of information, its integrity or availability.

IV. RESULT
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Figure 1.1. Evaluation of information security in CSPV depending on R

Having concluded, we can say thatfincreases significantly with increasing attempts to implement security
threats. If the violator makes five attempts, this probability increases to 33%.

V. CONCLUSION AND FUTURE WORK

Thus, the developed analytical assessments make it possible to calculate the upper and lower bounds of the
probability of unauthorized access to information and the number of attempts to implement security threats during the
design stages of A CSPV.

Taking into account the preference in using probabilistic-time indicators of security in further studies, it is
proposed to develop a mathematical model for evaluating the temporal indicators of security of CSPV depending on the
abuser’s capabilities.
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