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ABSTRACT: This article discusses the combination of two mandatory security policies. The need to combine two
mandatory security policies may arise in systems that require confidentiality and integrity of information at the same
time. Confidentiality, or the impossibility of leakage of high-level information to low-level users, is guaranteed when
the flow of information is prohibited from top to bottom, that is, the level of trust of the subject should dominate the
level of confidentiality of the object in the value grid.
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I INTRODUCTION

Integrity is guaranteed if only those accesses are allowed in which the level of the subject is not higher than
the level of the object in the value grid. Thus, attempts to ensure confidentiality and integrity at the same time on the
same value grid leads to conflicting rules. As a result, it is possible to transfer information only at one level and the
inability to exchange data with subjects with different levels of authority [1, 4, 7].

This contradiction is usually resolved through the introduction of two value chains - one to ensure
confidentiality, the other to ensure integrity. At the same time, the task of administering the system becomes very time-
consuming, since each access is checked according to two independent rules. The challenge is to build a unified lattice

of values, which ensures the feasibility of both security policies, so that with each access only one condition is checked
[2,9].

1. FORMULATION OF THE PROBLEM

The simplest solution to the problem is to build a single lattice of organization values as a Cartesian product of

department lattices[2, 3, 5, 6, 8, 10]:
L, XL,

With this approach, each object in the system will be characterized by a pair of security labels(m,, m,) (m, €
Ly, m, € L,).

Let a linear lattice of values act in the department D, L; = a4, a,, as, a, with four security levels(a, < a, <
as; < ay).

In the second section of D,, let a linear lattice of values actL, = b,, by, b3, b, ¢ with four security levels(b; <
b, < by < b,) (fig .1.1).
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Fig. 1.1. Linear Value Grid

Figure 1.2 shows the resulting security lattice of an integrated organization that will have 16 security labels.
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Figure 1.2. Combined Organization Security Grid

If the security label of the message from the lattice L, of department D;is not included in the lattice D,, then
this means that no subject of the department D, can read such a message until they are given appropriate access, that is,
a new security label from the Cartesian product of the lattices L, X L,.

At the same time, a situation arises where there may be a lack of exchange between some entities from
different departments, which means that none of the new security labels obtained from the Cartesian product of lattices
is suitable for them. Otherwise, an information leak will occur, since the lowest level a,, b,in the resulting new lattice
assumes access to the information of each of the departments. In order to avoid this situation, it is necessary to
supplement the new security lattice with additional security levels, which will be the sublattices of the new lattice and
simulate the work of each of the departments before merging. For this, it is necessary to introduce an elementary
transformation that will complement any lattice with an empty element, or a zero element. Returning to our example,
the value grid L, will remain linear, but the minimum element will be not a,, a{0}. Similar considerations can be
applied to the lattice L,. As a result, we obtain the lattices L, U {0} = L?and L,u{0} = L‘Zz’(Fig. 1.3).

a, b,
a b,
a; b,
a, b,
o o

Fig.1.3. GrillesL, U {0} = L%and L, U {0} = L}
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If the value lattice is not linear, then, by the definition of the lattice, for any two elements there is the least
exact lower bound, that is, in any lattice there is the smallest element. This means that you can add an empty element,
and the properties of the lattice are not violated. Figure 3.4 shows the complement of a nonlinear lattice with a zero
element. The construction of a single lattice from the two we obtained by adding an empty element can also be carried

out using the Cartesian product L% = L? x 12 [2].

a b

c=inf{a,b}

g
Figure 1.4. Non-linear lattice additions with a zero element

1. INTEGRATED SYSTEMS SECURITY GRID

With this approach, the resulting lattice, the diagram of which is shown in Fig. 1.5, will consist of 25 elements.
Moreover, it can be noted that the 25 elements of the lattice L°that form the sublattice are exactly the lattice, the
diagram of which is shown in Fig. 1.2. We can say that the lattice L = L, X L, is a tool for ensuring information
exchange between departments D, and D,, and this information exchange will be safe, since there is a special level of
security for each type of interaction. In addition, in the lattice L?one can also distinguish 2 more sublattices, each of
which will imitate the work of departments without information exchange. The lattice diagram L? is shown in Fig. 1.5.

a,b, a"'bl a.vb/ Chyé, @’1;/
a,b, a, bg a, Q_, a, b;_,
al’b.i 674,[3j H,b;,
al’b-l (14v[=74 0’12
a,o ajﬁ: a4,z 7] ﬂ;

Figure 1.5. Integrated Systems Security Grid

To build a mandatory security policy of two departments or organizations on the basis of mandatory security
policies of each of the departments and for the secure information exchange between them, the following steps must be
performed:

1) Supplement the mandatory security policy of each of the departments with an empty element, i.e. Enter a
security label that does not give any authority or privilege. In this case, the set of security labels will remain a lattice.

2) Get the Cartesian product of two lattices, i.e. iterate over all possible pairs of security labels from two
departments, while each pair includes one label from each department. Since the Cartesian product of lattices is a lattice,
it is possible to construct a mandatory security policy on the resulting set of pairs of vertices, while the resulting policy
will perform both secure information exchange within each department (thanks to empty labels) and secure information
exchange between the two departments.

3) Construct a partial order relation between label pairs according to the following rule: va;,a, € L;,by,b, €
L, pair (a;,b;) = (a;,b,) & a; = a,andb; = b,,, where L;,L,are the sets of labels in the first and second
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departments, respectively (the lattices of the departments D; and D,). In this case, the partial order relation is preserved
for the sublattices corresponding to the lattices L, and L.
4) Assign the necessary labels to users and resources. In this case, if the document is not involved in the
information exchange between departments, one of the labels forming a pair will be empty. If the document participates
in the information exchange, then the empty label will not fall into a couple of labels for this document.

V. RESULT
The use of this method increased the efficiency of the system. Unlike the classic mandatory credential models,
combining the two credential security policies is effective. Obtaining results are shown in Figure 1.6.
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Figure 1.6.System performance when using security policies
V. CONCLUSION AND FUTURE WORK

A technique is proposed for constructing a common mandatory security policy for an organization with no
information leaks, consistently including all mandatory security policies for departments, if several organizations are
combined into a single corporation. The algorithm is based on the Cartesian product of lattices defining mandatory
security policies of organizations.
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