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ABSTRACT:The article discusses the methodology for detecting network attacks based on the method of inductive
prediction of states; an algorithm for detecting and identifying network attacks is proposed, which allows one to
perform not only an exhaustive search for the classification features of network attacks, but to limit itself to a shortened
search.
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I INTRODUCTION

Of particular importance in the world is the improvement of effective methods and means of information
protection, the organization of controlled information applications, and the development of models and algorithms for
detecting and recognizing network attacks in computer networks [1]. In this regard, in research works, special attention
is paid to the following aspects: development of a mathematical model for recognizing network attacks in real time;
improving the methodology and algorithm for detecting network attacks based on the inductive state prediction
method; development of software packages for detecting network attacks in computer networks.

1. BUILDING THE K-MEANS ALGORITHM

For the primary separation of mixed traffic into reliable and malicious, it is optimal to use the clustering
algorithm k- means.

This algorithm allows clustering with a known number of clusters [2]. The algorithm has an acceptable
accuracy necessary for primary separation, and a higher speed of operation compared to other algorithms. The essence
of the algorithm is to distinguish two clusters and calculate their centers of mass; at subsequent iterations, the clusters
are corrected and the centers of mass are recalculated.

V=3 Teyes, (0 — ) (6]

Where

k — is the number of clusters;

S — derived clusters;

i=12 ..k

u; —centers of mass of vectors x; € S;.

As a result of the algorithm, the mixed traffic will be divided into two clusters corresponding to reliable and
malicious traffic.

Thus, at this stage, only three traffic groups are available for analysis and processing:

The corresponding trustworthy traffic preceding the start of the attack is — T.
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Corresponding, trustworthy traffic, isolated from mixed traffic— T~.
Corresponding to malicious traffic, isolated from mixed traffic — H

1. SUCCESS CRITERIA, CORRECTION OF THE RESULTING CLUSTERS

To evaluate the clustering efficiency, the stationary probability equation is considered:

Pol = D114
A+iwp =i + (+ Dupiy, i =1..K =2,
A+ (K — Dw)pg-1 = Ap;j—, + KNupy, 2

(A" + KNu)py = Apg—1 + KNupg.1,
X +ipg)p; =Arp1+(+Dp'piy,i=K+1..N-1
where
— load intensity;
A; —load intensity created by legal users;
S — malicious traffic intensity;
— request queue release rate;
u* —rate of request queue when filter is activated;
E;, E, —errors of the first and second kind;
K — filter activation boundary;
N — request queue size;
A =1, + S —attack load;
A" =2, + S(1 — E,) — load with activated filter.
Since query validation reduces server performance, in some cases, the intensity of releasing the request queue
can be estimated as Zu
where
Z is the deceleration coefficient.
When rationing

pi=1
K—1 .
m )
X6}

K-1 .
g @ w @)

Thus, the separation efficiency of malicious and trusted traffic can be estimated as
R=01-E)—pp) 4

At the next step of the algorithm, the correction of the obtained samples is carried out taking into account these
criteria:

Dimension criterion for the resulting clusters. If in the current period related to the attack, the number of
requests is n, and in similar seasonal periods related to reliable traffic is m, then the number of malicious requests will
be approximately n-m. The same is true for various properties of network activity.

Criteria for the similarity of reliable samples. The maximum similarity of a trustworthy sample preceding the
start of an attack with a trustworthy sample extracted from mixed traffic.

The criterion for the correspondence of the centers of mass. The center of mass of a trustworthy sample
extracted from mixed traffic should correspond to a similar seasonal period of trustworthy traffic preceding the start of
the attack.

For further clarification, we can calculate the probability of each element belonging to its class. Elements with
the least probability are transferred to opposite groups, taking into account the criterion for the dimension of groups [3].
To calculate the similarity of trustworthy clusters and then to classify new incoming requests, you can use the “naive

Bayesian classifier” . As a probabilistic model for the classifier, we use the conditional probability over a dependent

i

we get the probability of blocking the request
N—-K

3)

Ppix =
i-K
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variable of class C with a small number of results or classes, depending on several variables F, ..., E,. Using Bayes'
theorem, we write:

(C\Fy, ..., E) = 5
-y . . - p . ' " p(Fl,.",Fn) ( )
The conditional distribution over the class variable C can be expressed as follows:
n
1
p(CIF, . F) = 0@ [ [pEIO) ©)
i=1
Thus, to classify traffic into two classes, we have:
p(T|D) = %H?zl P(w;|T) —for a trusted user class;
p(H|D) = M1'[’1?=1 P(w;|H) —for a class of untrustworthy users.

P(D)

At the end of this step, the elements from the set T, assigned to the malicious traffic group are interchanged
with the elements of the set H.

This step is repeated until all elements of the set T are marked as trustworthy, or until the algorithm reaches the
threshold value of iterations. The obtained samples corresponding to reliable and malicious traffic, as well as the
mechanism for keeping them up to date allow using them with various classifiers.

V. FLOWCHARTS OF THE ALGORITHM FOR DETERMINING NETWORK ATTACKS
AND THE ALLOCATION OF MALICIOUS TRAFFIC

In Fig. 1. The block diagrams of the algorithm for determining network attacks and the allocation of malicious
traffic are shown.

The first flowchart explains the algorithm for allocating malicious traffic; the second and third algorithm for
determining the start of an attack.

At the first step, subroutines are called to identify seasonal periods, calculate for them the permissible limit of
the number of requests, and determine the beginning of the attack.

In the event of an attack, the algorithm splits the mixed traffic into two clusters, one containing malicious
requests, the other trustworthy requests. These clusters are being specified. New queries are analyzed for belonging to a
particular cluster and, by the result, are added to the corresponding cluster.
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Fig. 1. Flowcharts of the algorithm for determining network attacks and the allocation of malicious traffic
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V. RESULTS

Based on the proposed algorithm, a software module is developed.

The developed software module works both in the Windows operating system and in Linux. Figure 2 shows
the user interface of the network attack detection software module.

4. Administrator: C\Windows\system32\cmd.exe - python ProjectANN.py - O

odel Intercepts (MNodes):

[array{[-B.94598387, @.83134171, 0.12118%13, -0A.82071448. 0.18031179.
—A.1441812 ., B.67313281, -B8.6989726%, 1.416072 . B8.34077726.
B.14785682 . -0.46177364, -0.90147647, 0.7466643%, -B.193415082,
—-A.58761474, B8.31161416, -B.66728536, 0.310020861, B.61977738.
—-A.6739%4381, B8.28819715, -0.34894337, -0.491989082, B.68093297.
A.94862369, -0.74263688, -0.86620102, -0.30424801, -0.61349433.
B.74412295%, 0.38773487, 0.83621984, -0.800508218, B.60161789.
A.B3883748, —-0.93893855, 0.7171618%, 015837876, -B.65347193.
—-0.327981088, -0.40495573, -0.8397624 ., 0.88893694, -0.26288966,
A.91114%91,. B8.47627884, @.5784924 . 0.788Y9396. -B.684120131>, array(

[B.7381682131>1
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Figure 2. Creating a network attack detection model from a dataset
VI. CONCLUSION AND FUTURE WORK

Block diagrams of the k-means algorithm have been built to reduce false positives when determining a
network attack and isolating malicious traffic that allows clustering with a known number of clusters. The developed
attack detection software module allows you to identify attacks spaced in time, as well as predict future events of
operating systems.

It was established that detection of the probability of skipping suspicious packets allows optimizing the
filtering of network packets, which ensures a high level of network security.

This work on the subject of the grant EOT-ATex-2018-168“Improving methods and means of detecting attacks
in computer networks”.
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