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ABSTRACT:In the automotive industry, Ethernet is being used as a vehicle communication network in order to
increase the speed and data bandwidth of the vehicle network. Due to the characteristic of the disclosed protocol,
Ethernet can be easily applied to various industrial fields. Also,since it is a standard specification based on open
protocol, there aresome advantages, such as the compatibility between existing functions and other industrial fields. In
recent years, automotive operating systems such as AUTOSAR have also supported Ethernet as a vehicle
communication network. This is because functions such as advanced driver assistance system (ADAS) and around view
monitoring system (AVMS) in vehicles require large data transfer and speed. It is also used to diagnose the vehicle
remotely using Ethernet and to provide diagnostic information to a driver. However, the characteristic of the disclosed
protocol causes Ethernet to be vulnerable to the security issues. Therefore, to ensure the safety of the vehicle and the
driver, the enhanced method for the security and controlling access to the Ethernet is imperative.

In this paper, we propose a security and authentication protocol based on IPSec that encrypts the diagnostic information
of the vehicle. With this security protocol, we can encrypt and authenticate diagnosis information of the vehicle on
Ethernet. Therefore, the safety level of the vehicle can be enhanced.And,it will prevent to access diagnosis information
from unauthorized user.
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I. INTRODUCTION

In an automobile field, the fault diagnosis is exploited to check the faults in a system. In order to obtain the vehicle
diagnosis information, a diagnosis port in the inside of a driver's seat is used and by connecting to the in-vehicle
network, the diagnosis information is displayed on a diagnosis equipment [1].

Various types of the vehicle communication network are used for newly launched vehicles. Nowadays, it supports
Ethernet, including a well-used CAN, LIN, FlexRay, and MOST. The reason of the increase in the diversity of the
vehicle network is related to the high complex vehicle functions.

Recently, many researches on Ethernet based vehicle communication network have been studied. [2][3][4] or name
of authors proposed the method to wirelessly obtain the diagnostic information from a vehicle without the direct
connection and to display the information on the diagnostic equipment.

The use of the wireless Ethernet brings several advantages. For example, in order to diagnosis a vehicle, a driver
doesn't need to visit a repair shop, which reduces the time and cost for a driver [2]. However, when using Ethernet as a
vehicle networks in other industries, the security problems could occur. Especially, the diagnostic information of the
vehicle can be accessed from the outside the diagnostic port of the vehicle not the inside diagnostic port. Above all,
using the internet network, the vehicle information can be stolen and a driver loses the control of the vehicle, which
makes a driver in a dangerous situation [6]

In this paper, the diagnosis method using the Ethernet-based service, Diagnostics over Internet Protocol (DolP), is
introduced [5] and in order to prevent an intruder from the malicious access, we propose the method using the security
protocol and access control.
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In Section 2, the related works regarding the vehicle Ethernet and security protocol are introduced and Section 3

proposes the DolP service design using the security protocol. Lastly, in Section 4, the paper is concluded with future
works.

Il. RELATED WORK

A. Automotive Ethernet/IP

With the increase in the consideration of functions regarding the infotainment, entertainment and safety, the
amount of data transmission using the vehicle network also increases. Many drivers use the various multi medias like
a smart phone. It is because the functions for the driver's safety and convenience, such as Advanced driver assistance
system (ADAS) and Around view monitoring system(AVMS), are developed.

Fig. 1. Camera and radar for Driver Assistance Systems

Due to the driver's requirement and the development of functions for the safety and convenience, the conventional
in-vehicle communication (MOS, CAN, LIN, and FlexRay) shows the limitation of data transmission. To address the
limitation, in a recent automobile filed, Ethernet is considered as the vehicle communication for the massive data
transmission [7].

Instead of using the existing vehicle networks, Ethernet-based method has several advantages. First, it overcomes
the problem of the slower speed and lower bandwidth which CAN, LIN, FlexRay, and MOST have. This is because
Ethernet supports at least 100 Mbps. Second, when using the same Ethernet protocol, the communication with other
devices and vehicles is easily established.

CAN
unl
Diagnosie B Goman

Ethemet Backbony ’_T I—‘ ‘ LL

Powertrain
& Chassis.

it \ DlwefAsscsh nce sulw u\ﬂew

= ]
U o o) o] }
Roar Saa o dar | | Cameras C“‘ o o
Entertoinment n
n n | - m -
b | | |
Ampitec
% on [ B
&y | |

FlexRay

g
&
H
3

Fig. 2. Ethernet backbone in domain architecture
B. DolP(Diagnostics over Internet Protocol)

In general, CAN and LIN are mostly used as the network for the body system of a vehicle. Recently, because of the
requirement of the safety and the expansion of the bandwidth, the standard of MOST for FlexRay and the multimedia
is introduced. However, in order to replace CAN or LIN with FlexRay and MOST for the vehicle diagnosis function
of the body system, it has the limitation, such as the complexity and cost. In addition, CAN and LIN have the
limitation of the speed and data transmission.

As a solution of the problem, in the vehicle diagnostic field, Ethernet is introduced and used for the diagnosis of a
vehicle's electronic control unit (ECU) and the software update. DolP is one of representatives of Ethernet-based
diagnosis service [3] [4] [5].
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There are the advantages when using the Ethernet network instead of the conventional vehicle network. First of all,
since it uses IP-based protocols, the payload of a packet is exploited, so it transmits more data compared to the
existing method. In addition, by applying the encryption protocols (IPSec and TLS), the encryption of the diagnosis
information becomes possible, which the existing network could not provide [8] [9].
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Fig. 4. IP Frame vs. DolP Frame Structure
C. IPSec(Internet Protocol Security)

Internet Protocol Security (IPSec) is a most well-known standard method as the security protocol for IP. IPSec
protocol is implemented on a network layer and is transparent to an application layer. Therefore, it has the advantage
that doesn't influence on the user's application. It also has the great expandability, so it is utilized in various fields as
the security protocol. Especially, for IPv6, it is compulsory to use IPSec. These days, many IPSec products are in a
market and it is considered as the solution technology of the virtual private network (VPN).

IPSec consists of the authentication header and encapsulating security payload. The authentication header supports
the data integrity of a sender and IP packet authentication and the encapsulating security payload is exploited for the
encryption of sender's data. To transmit the encrypted data, tunnel mode and transport model are used and Internet
key exchange (IKE) manages and distributes the key used for the encryption [9].
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Fig. 5. The Architecture of IPsec
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111.PROPOSED ARCHITECTURE
In this paper, the architecture of the proposed DolP service for the vehicle diagnosis is shown in Fig. 6.
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Fig. 6. the Architecture of a Security Enhanced DolP
In this section, the characteristics of DolP service are described as below.

1. It provides the access control method for the diagnosis information via the authentication.
2. It encrypts the diagnosis information to prevent the malicious use from the hacking.

The terms used this paper are explained as below.

1. Diagnostic Tool: Computer or equipment to exchange the diagnosis information with Ethernet gateway

Ethernet: Vehicle Ethernet wire-wireless network to exchange the diagnosis information

3. Ethernet Gateway: (i) it sends the encryption key to encrypt the diagnosis information of a vehicle. (ii) it
sends the information of accessibility for each diagnostic equipment. (iii) it is a gateway to convert the
diagnosis information to the Ethernet packet type.

4. Authentication Server: (i) it registers the diagnostic equipment. (ii) it provides the accessibility to the
diagnosis information by identifying the unique ID of the diagnostic equipment. (iii) it generates the key to
encrypt the diagnosis information.

N

The use of the diagnosis information via the malicious hacking causes the catastrophic situation. Especially, an
electric car has more ECUs and exchanges the complex and various information, which is more vulnerable to hacking.
For instance, if a hacker steals the information of the battery and changes the information, the vehicle might not be
working properly and need the unnecessary charge, which reduces the battery life and causes the danger of the over
charge problem. Therefore, we propose the method to prevent the malicious access to the encryption and the diagnosis
information of a vehicle from a hacker.

A. Authentication of Vehicle Diagnostic Equipment

The authentication and registration for the diagnostic equipment are performed via the outside authentication server.
The authentication server registers and manages the diagnostic equipment. Also, it assigns the access control of the
diagnosis information to each diagnostic equipment. Therefore, it prevents the access from unauthorized equipment.
Tab. 1.shows the proposed access control level for the diagnosis information.

1. HIGH Level: Possible to read and write on the all diagnosis information of a vehicle

2. Medium Level: Possible to read the all diagnosis information of a vehicle, but can't write on the certain
important information.

3. Low Level: Only possible to read the all diagnosis information of a vehicle
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| Access Control Level | Access Method | Diagnostic Information ____|
High Read, Write ALL
Medium Read, Write ALL (except ECU Control information*)
Low Read ALL

Tab. 1. Access Control Level for Diagnostic Information
The method to authenticate the diagnostic equipment and set the accessibility is explained as below.

1. The diagnostic equipment is connected to Ethernet network and the unique ID is sent to Ethernet gateway.

Ethernet gateway sends the unique ID of equipment to the outside server.

3. The authentication server tries to authenticate the diagnostic equipment and sends the information of the
encryption key and the accessibility of the diagnostic equipment to Ethernet gateway.

4. Ethernet gateway sends the information of the received encryption key and accessibility of the diagnostic

equipment.
Diagnostic Ethernet Authentication
Tool Gateway Server
Phase 1 Device Authorization

1. Device Unique ID send

N

2. Authorized Information and Access Level
Phase 2 Diagnostic Information send ‘

Fig. 7. An authorization process of Diagnostic Device
B. Encryption of Diagnosis Information

To encrypt the diagnosis information, only diagnostic equipment registered in the authentication server can receive
the key. Therefore, the encryption of the diagnosis information is only conducted by the authenticated equipment. Also,
the key for the encryption is distributed using the algorithm called IKE. However, since the distributed key is the one-
time password, the new key is generated when the diagnostic equipment connects to the network again.

In this section, IPSec protocol is used as the method of encryption of the diagnosis information and the process is
like below.

1. The diagnostic equipment requires the diagnosis information using the information of the received accessibility.

2. The Ethernet gateway encrypts the diagnosis information using the shared encryption key and send it to the
diagnostic equipment.

3. The diagnostic equipment displays the information by decrypting the received diagnosis information with the
shared encryption key.

The IPSec mode is classified into two models based on the encryption of the sender/receiver's address: the transport
mode and tunnel mode. The tunnel model performs the encryption while the transport model does not. It is because the
tunnel model has the better performance to analyze the network than the transport model. Therefore, though a hacker
steals the vehicle's diagnosis information, he can't know whether it is.
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Fig. 8. The 2 Phase Connection of IPSec

The diagnosis information or not since he doesn't know the sender/receiver's address. As a result, in a case of a
wireless network, the diagnosis information is communicated through several routers or switches, so it is well suited to
use the tunnel model to send the diagnosis information.

IVV. CONCLUSION

As increasing the driver's user experience (UX) and the interest in functions for the safety and convenience, the
conventional network changes to the mass network, such as Ethernet. Also, as the vehicle Ethernet becomes a more
common network for the vehicle communication network, it causes many issues regarding the safety.

In this paper, we introduced vehicle Ethernet based-DolP service and surveyed the security protocols, such as
IPSec to encrypt the diagnosis information, and the authentication method for the unauthorized equipment.
Additionally, it is explained how to control the malicious access from the outside by using the security protocol and the
access control when implementing DolP service.

As future works, we plan to investigate more Ethernet security protocols, which are not introduced in the paper and
plan to develop the Vehicle-Ethernet based functions for the driver's convenience, such as Automotive vehicle
management system (AVMS) and Advanced driver assistance system (ADAS).
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